ABSTRACT
Introduction
A mobile Ad hoc network (MANET) is a collection of two or more devices or nodes equipped with wireless communication and networking capabilities [1] , [2] , [3] .These node includes laptop, computers, PDAs and wireless phones etc, have a limited transmission range. Such a wireless ad-hoc network is infrastructure less, self-organizing, adaptive and does not require any centralized administration. If two such devices are located within transmission range of each other, they can communicate directly. In a MANET, nodes which are within each other's wireless transmission ranges communicates directly, nodes that are outside each other's range have to rely on some other nodes to transmit messages [13] . Thus, a multi-hop scenario occurs, where several intermediate hosts relay the packets sent by the source host before they reach the final destination . Each node functions as a router. The success of communication highly depends cooperation of other nodes'. Since the transmission between sender and receiver may use several nodes as intermediate nodes, many routing protocols [3] have been proposed for the MANETS. Most of Protocol assumes that other nodes are trustable so they do not consider the security and attack issues. The lack of infrastructure, rapid deployment practices, and the hostile environments in which MANETS are deployed make them vulnerable to a wide range of security attacks that are presented in [4] , [5] , [6] . However most of these attacks are performed by a single malicious node. Many solutions exist to solve single node attacks [7] , [8] , [9] , but they cannot prevent from the attacks that are executed by colluding malicious node such as wormhole attack. Wormhole attack is more dangerous than single node attacks. Analysis of wormhole attack is discussed in [10] . In [11] , a wormhole, an attacker connects two distant points in the network, and then replays them into the network from that point. An example is shown in Fig. 1 . Here S and D are the two end-points of the wormhole link (called as wormholes). In this diagram, wormhole attack is that all the nodes in area A assume that nodes in area B are their neighbours and vice versa.
The wormhole link can be established by many types such as long-range wireless transmission in wireless networks, by using an Ethernet cable, a long-range wireless transmission and an optical link in wired medium. Wormhole attack records packets at one end-point in the network and tunnels them to other end-point. These attacks are severe threats to MANET routing protocols. For example, when a wormhole attack is used against an on-demand routing protocol such as AODV/ DSR, than all the packets will transmit through this tunnel and no other route is discovered. If the attacker creates the tunnel honestly and reliably than it will not harm the network and also provides the useful service in connecting the network more efficiently. The attacker can perform the attacks even if the network communication provides confidentiality and authenticity. A potential solution is to integrate the prevention methods into intrusion detection system .However, it is difficult to isolate the attacker with a software-only approach, since the packets sent by the wormhole are similar to the packets sent by legitimate nodes. If single path on-demand routing protocol such as AODV [12] is being used in highly dynamic wireless ad hoc networks, a new route need to be discovered in response to every route break. Each route discovery is associated with high overhead and latency. This inefficiency will be reduced if there are multiple paths available and a new route discovery is required only in the situation when all paths break. Security is the combination of processes, procedures, and systems that ensures confidentiality, authentication, integrity, access control, availability and non repudiation. some kind of authentication and integrity mechanism, either by the end-to-end approach or hop-byhop , is used to ensure the correctness of routing information. In this paper, we propose an approach to detect wormhole in MANET by using average time delay to detect anomalies based on statistical information of packets in the networks. Three features of the network are monitored including: the number of incoming packets, the number of outgoing packets and the average route discovery time related to each node, throughput of the network, retransmission attempts and load on the network. The network is having wormhole attacks if any abrupt change of one of these features is reported. The proposed algorithm is light weight and low computation overhead. 1.
Randomly generate a number 0 to maximum number of nodes.
2.
Make the node with same number as transmitter node.
3.
Generate the Route from selected transmitting node to destination node.
4.
Start Counter and send RREQ using reactive routing technique.
5.
Receive the RREP packet from the each path; associate it in route list with time delay.
6. Now calculate the average time delay.
7.
Select the route within covariance range of average delay.
8.
The routes that are not within the covariance range are black listed hence they are not involved in future routes discovery.
9.
Whole process (from step1 to step 8) is repeated for limited assumed time.
Simulation and Results
In this section simulation and results is illustrated. Node distribution scenario is depicted by Fig.2 . There are 18 nodes in the network. Simulation parameters are given in Table 1 .
Fig. 2. Node distribution scanerio
Wormhole attack scenario is shown in Fig. 3 . Wormhole attack is created in between and . Due to wormhole attack, all the traffic between and will go directly without using any nodes while other intermediate nodes are presented in the network. condition is depicted by red color. As wormhole attack occurs wormhole affected node start sending packet by using the tunnel without using intermediate nodes so number of hopes reduces as clear from green color. By implementing the Proposed Algorithm wormholes are avoided in the route discovery process as number of hopes per route increases as shown by blue color. 
CONCLUSIONS
Statistical analysis approach is very useful if the sufficient information about the routes is available from multi path routing and can detects the wormhole .Simulation results show s that proposed algorithm is successful at detecting wormhole attacks and locating the malicious nodes. Simulation results shows that wormhole tunnel is avoided in route discovery process so effects of wormhole attack in minimized. The proposed algorithm is light weight so it can be applied to demands and limitations of MANET providing high efficiency. .
